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Agenda

• UEFI boot & SCT

• Formal Verification of SBI 



• ACPI Spec v6.6 was ratified
• BRS Spec v0.9 is in public review
• Server Platform Spec v0.6 is WIP
• RISC-V SBI Spec v3.0 is almost ratified
• Smmtt Spec v0.3.6 is WIP
• Cooperation in the BRS test suite
• Risc Server Cluster and Subsequent Plans

The Progress of RISC-V Firmware in Community
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UEFI UEFI Specification v2.10

UEFI PI Specification v1.8.0
Smbios Specification v3.7.0

ACPI Specification v6.6

Device Tree Specification v0.4

riscv-sbi spec v2

Profile UEFI ACPI
（ing） DT SBI SMBIOS

（ing）

BRS-L >= RVA20 >= 2.10 6.6 optional, >= 
v0.3 >= 2.0 >= 3.7.0

(ing)

BRS-B >= RVA20 EBBR, >= 
2.1.0 

optional, >= 
6.6

optional, >= 
v0.3 >= 2.0 optional, >= 

3.7.0



https://github.com/AII-SDU/rv-sp-test-mod.git

https://github.com/AII-SDU/riscv-brs-tests.git
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The UEFI Self-Certification Test (UEFI SCT) :
A toolset for platform developers to validate firmware implementation compliance to the UEFI Specification





lMode switching requires security requirements 
lThe function calls are tight 
lThere is no method for verification of the RISC-V SBI firmware 
lThe SBI standard is open source

SBI系统调用

SBI S/M/U Mode switching

Example: Formal verification of security software

Formal verification methods



RISC-V SBI Hierarchical verification framework
RISC-V SBI formal verification flowchart

lHardware abstract simulation strategy
lThe unified privilege level and theoretical interface
lHierarchical and top-down closed-loop verification

SeSBI:
The first SBI firmware verified for correctness
The specific verification functions involve some key 
configuration functions such as trap,console,timer,etc.
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